Identity Theft Series – Think you’re not at risk? The more you know – the better!

By Susan Trost, CITRMS

We’ve all seen the funny commercials poking fun at the victims of Identity Theft.  And, while many of us sit back and laugh and think to ourselves “it couldn’t happen to me” the reality is not “if” it will happen but “when.”  Identity Theft can lead to a nightmare worse than most people can imagine and it can all happen in a matter of minutes. Most people wouldn’t think of driving their car without car insurance, so why would we not do everything we could to help minimize our risk of identity theft.  

This series of articles with help educate you and dispel many of the myths about Identity Theft. The first week will cover how your personal information is accessed and the five types of Identity Theft. The following weeks will educate you on steps you can take to minimize your risk, how to shop for Identity Theft services, and how the various privacy laws impact your business (even home-based businesses need to put measures in place). 

Identity Theft cannot be prevented. Your personal information lives in so many places (databases and hard copy files) that it is impossible to control where and how your information is being used.   In 2005, one out of four Coloradans had their Identities stolen. Everyday, there are new stories about how identity thieves have come up with new, creative new ways of stealing someone’s identity.   
How does an Identity Thief get access to your personal information? We’ve all heard stories about major companies whose employees have lost laptops, or whose systems and files have been hacked, putting hundreds of thousands of people at risk. Sometimes employees steal information on the job. Other times, employees are bribed or tricked into giving out information. Thieves steal your mail, dig through your trash, steal your purse or wallet, steal information from your home, dig through public records, steal your credit card information at a place of business, attach devices to ATM machines to capture data and passwords, or pretend to be an actual company you do business with to get the information.  The number of ways to access personal information is almost limitless.

What are five different types of Identity Theft? 

1. Financial Identity Theft: This accounts for 28% of all types of ID Theft. New lines of credit – credit cards, mortgages and loans, fraud with existing credit accounts, checking and savings fraud, ATM fraud, file bankruptcy under your name, open phone or utility accounts, car purchases,  home purchases and property purchases, etc. Most consumers think they have zero liability for losses, but they have not read the fine print. 

The Fair Credit Billing Act limits your liability for unauthorized credit card charges to $50 per card. In order to take advantage of this protection, you MUST:

· File a dispute letter that must reach the creditor within 60 days after the first bill containing the error was mailed to you. If an ID Thief changed the address and you did not receive the bill, your dispute letter must still reach the creditor within 60 days of when the creditor would have mailed the bill. (Federal Trade Commission Take Charge: Fighting Back Against Identity Theft) Tell me how that is fair.

The Electronic Fund Transfer Act has the same 60 day notification provision or your liability is unlimited.

Many credit card companies have promoted zero liability for fraudulent transactions. However, there are exclusions including cards used for business purposes, ATM transactions, certain PIN-based transactions, transactions processed outside of the card issuer’s network, and cases where the card holder gave permission for someone else to use the card. Be sure to read your cardholder agreements to find out the details.

The impacts of Financial Identity Theft include financial losses, inaccurate credit reports, difficulty getting new lines of credits, difficulty opening accounts and higher costs for loans and insurance.

2. Criminal Identity Theft: Believe it or not, this is now the second most common type of ID Theft. The criminal uses your information for encounters with the police. This can result in being arrested for crimes you didn’t commit, an erroneous criminal record, outstanding arrest warrants, being fired for an undisclosed conviction and even imprisonment.  

The results of Criminal Identity Theft include a negative impact on future employment, lost security clearances, lost jobs, and higher insurance premiums. It is almost impossible to completely clear up this type of ID Theft. Some victims change their names or carry court documentation with them to prove they are not the person who committed the crimes.

3. Social Security Identity Theft: Someone works under your social security number and you get to pay the tax bill. There are cases where someone’s social security number was used 37 times.
4. Medical Identity Theft: Someone uses your health insurance for medical care and surgeries. The results are a mixed up medical record that could result in potentially deadly consequences. It can also impact your ability to get insurance and it can result in higher premiums.
5. Drivers License Identity Theft: Our driver’s licenses are the standard form of identification in the United States. Professionally created fake drivers licenses are virtually impossible to detect. Having this form of picture ID opens the door to many of the other types of ID Theft.

Here are some steps to take this week. More detailed steps to minimize your risk will follow next week.

1. Order the free Federal Trade Commission publications on ID Theft 1-877-382-4357 or visit www.consumer.gov/idtheft.

2. Order a credit report and review it carefully for accuracy. FACTA (Fair and Accurate Credit Transaction Act) allows you to get one free credit report per year from each credit bureau (Experian, Equifax, and Transunion). Be sure to stagger the reports from each credit bureau every few months. Call 1-877-322-8228 or go to www.annualcreditreport.com. Be careful. There are lots websites that are very similar in name. Do not use any other website that promises you a free credit report or free credit score. 
3. Opt-Out to minimize the number of pre-approved credit card offers and checks by calling 1-888-5-OPT-OUT or going to www.optoutprescreen.com. 

Susan Trost is a Certified Identity Theft Risk Management Specialist interested in educating consumers and businesses about Identity Theft, their risks and how to minimize the impact when it does happen. She also helps business owners create an affirmative defense to the numerous privacy regulations. Susan is an Independent Associate with Pre-Paid Legal Services which offers legal plans and the Identity Theft Shield. More information is available at www.prepaidlegal.com/hub/susantrost or by calling Susan Trost at 1-888-333-4032.
