Identity Theft – Proactive Steps To Take Now

Last month, 1,400,000 people received a notification in the mail that a computer containing their personal information was stolen. What makes this even more disturbing is it was stolen from a secure area. The notification letter is a terrifying to get in the mail. Unfortunately, there are hundreds and even thousands of businesses that have our personal data yet we have no control over where it resides or how to keep it safe. Still, it is worth the effort to minimize your risks in the areas that you can control.  Last month’s article focused on how Identity Theft occurs and the five kinds of Identity Theft (financial, criminal, medical, social security and drivers license). This month’s article will tell you proactive steps to take now!

Here is information and some resources to keep handy. You could spend your entire life trying to “opt-out” of everything under the sun. Pick and choose wisely.

Credit Reports:

Credit Reports are held by 3 main bureaus – Experian, TransUnion, and Equifax. Be sure to request your free credit report from each bureau every year. Stagger the reports. Credit monitoring is not a perfect solution. Creditors report to bureaus daily, monthly, quarterly or not at all. Some report to all three bureaus while some only report to one. Call 1-877-322-8228 or go to www.annualcreditreport.com.

It is estimated that 70% of credit reports have errors. Getting to know what is on your report is critical because twenty five percent of the errors are serious enough to keep you from getting loans or even employment. Make sure the information in your credit report is accurate. Improving your credit score can help you in many areas. For example, a good credit score will save you money on loan rates and insurance premiums.

Look for unknown names, addresses, phone numbers, employers, other social security numbers, unknown credit inquiries, bankruptcies, and criminal convictions. Often, you can get the errors corrected on your own. Other times, it takes an attorney to clean it up.

Fraud Alerts:

If you think you are a victim of identity theft, call any of the bureaus and place an initial fraud alert (stays on for 90 days). That bureau will notify the other two bureaus and each will send you a free copy of your credit report. You will automatically be opted-out from pre-approved offers for the next two years.

Important: A fraud alert is not a 100% guarantee that new credit accounts will not be opened. Many instant creditors disregard the alert. Keep in mind that banks and financial institutions often won’t open new accounts if there is a fraud alert on file. This makes it challenging for a victim trying to close existing accounts and open new accounts.

Credit Freeze:

My favorite financial magazine has been promoting a credit freeze as the complete solution to identity theft. If only it was that simple. A freeze might prevent new accounts from being opened (not 100% guaranteed), but what about fraud with existing accounts and the other four areas of identity theft (criminal, medical, social security and drivers license). 

Not all states offer freezes and some states only offer the freeze to identity theft victims. Colorado offers a credit freeze to all consumers. The first freeze is free and then it costs $10 for each subsequent action. Be sure to place a freeze at each bureau. Credit freezes can work for children (but most do not have any credit report to freeze), but they are less practical for adults living in an instant credit world. It can take several days to “thaw” and then “refreeze” an account. Many experts view it as an extreme step since it can impact your ability to get phone service, utilities, an apartment, a job, security clearance, as well as credit.

Medical Information Bureau:

Request a free copy of your medical report annually by calling 1-866-692-6901. You will only have a record on file if you’ve applied for individually underwritten life, health or disability insurance in the last seven years. Look it over carefully to make sure the information belongs to you.

Mailing Lists and Direct Marketing:

Once again, requesting that you are removed from direct marketing lists is not a guarantee that junk mail, email and phone solicitations will stop. Opt-out lists are distributed 4 times per year. Companies do not always update their lists.

Visit www.dmaconsumers.org/consumerassistance.html. Mail-in requests are free and there is a small charge for online requests for removal.

National and State Do Not Call Registries:

These registries require that companies who telemarket must “scrub” their lists and remove anyone who requests to be placed on a “do not call” registry. Call 1-888-382-1222 or visit www.donotcall.gov/default.aspx. 

Internet Searches:

Check to see what information is out in cyberspace about you by going to any search engine and putting in variations of your name. Put your name in quotation marks for an exact search. Never search on your social security number or any account numbers. Key sites are: Zabasearch, Google, Yahoo, etc. 

Online Data Brokers:

This is an eye-opening site to visit to see how many companies are trying to sell your information;  www.privacyrights.org/ar/infobrokers.htm. Click the links to see what data vendors offer “opt-out” options.

Quick Tips:

a. Use a shredder – diamond cut is the best. Throw away any strip shredders.

b. Opt-Out of prescreened offers for credit cards and checks.

c. Sign up for the Do Not Call Registries. 1-888-382-1222
d. Do not give your credit card to a server at the restaurant – take it up to the cashier.

e. Carry only minimal information in your wallet. Make sure nothing has your social security number on it.

f. If a form asks for your social security number, don’t provide it or ask why it is necessary. In most cases, they do not need it.

g. Add “See Photo ID” on the back of your credit cards.

h. Use gel pens to prevent checks from being washed. Avoid using checks when possible – too much information on them. They have your name, address, bank and account number and your signature. Perfect for an ID Thief!

i. Never put mail in unsecured mailboxes. Get a locking mailbox. 

j. Only put payments in the inside mailboxes at the post office. Entire bolted down mailboxes have been stolen.

k. Minimize the information on your checks – first initial, last name – no phone, SSN or driver’s license number

l. Mark your billing statement dates on your calendar. It is too easy to loose track and you only have 60 days to deny the charges if an ID Thief has changed your address and you never receive it.

m. Look over your bills closely. Call on anything you don’t recognize immediately.

n. If a company calls and asks you to verify information, hang up, look up the main number in the phone book and call them back.

o. Review your credit report regularly – however 3 times a year is not enough – monitoring has become very important.
p. Do not respond to emails asking you to confirm account information.
q. Choose alphanumeric passwords and change them often.

r. Ask about how your files are maintained at your doctor’s office, accountants, etc. (most have cleaning crews at night)

s. Clean out your wallet and purse. Just the basics – drivers license, credit card and maybe even a bank card – no SS card or health insurance card.
t. Clean out your car as well. No checkbooks or other info that gives your address (especially if you have a garage door opener). Plus make sure your garage door is closed at night.

u. Do not leave your purse or wallet in the car. Do not leave it in an unlocked locker in the gym.

v. Look around your house at where you keep your credit cards, checkbook, computer, and important account info and papers. This is the kind of info that thieves really like to grab and go. So much easier than a big screen TV. Look for community shred programs for those years and years of files you no longer need.

w. Never let your credit card out of sight. Skimmers are worn by wait staff that look like pagers. They skim your card and have all the info in the magnetic strip.
x. Credit cards offer the best protection limits. If you use a debt card, make sure it has the Visa or Mastercard logo to limit your losses and always use a PIN. Use checks as a last resort.

y. Use the extra holiday time to finally change your passwords on your computer. Alphanumeric passwords are best.

z.  Don’t give out information on the phone unless you initiate the call and have looked up the number yourself. Scam to get the 3 digit number on the back of your card.

aa. Make sure your home computer system security and virus protection are up to date.

ab. Question the information businesses ask you for – why do you need that? Use a made up Mothers Maiden name for a security password prompt – too easy to find out. Only choose password prompts that are not public record or easy to guess. 

ac. Businesses should also be evaluating how what info they collect and how long they keep it, plus how the safely dispose of it.

ad. Be aware of spam emails, pfarming (directs you to another website that looks similar) and pfishing (asks you to go to a website and confirm your log-in, password or account information).

ae. If your accountants, doctors office or any other place that has your information in a file that is on open shelve filing, ask them to lock your file in a cabinet.

af. Make sure the websites you shop on have the lock in the corner or https.

ag. Monitor your credit, but be careful of the various ID Theft Services that promise you millions in protection.

ah. Always take the time to lock up your belongings – especially at work. Don’t leave your mail and bills lying around your desk either.

Next time, we will explore the various types of ID Theft Services available, the pros and cons of each type, and discuss what components are necessary.
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